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« Alibaba SysAK

* Pixie: Kubernetes Monitoring, Application Debug Platform

 Bcc/kernelshark/trace-cmd/perf-tools ...
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« KBISIR Applications
- (EEPIIE? POIZISIR? eBPF? [EERCUNMAS . Al

- 183 P
- BPF map BPF Maps

* BEE B’{Eg& metrics

‘ Memory Management \ Process Scheduling

memory Direct/kswapd latency

Cpu sched  Runglat
IO D2c, Q2C, xfs log
networking xmit, qdisc latency, drop

I/0 Networking
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e *ﬁ;{# Applications -
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* *GEM?EJ:-FI events

« BEBIEIT 5% Memory Manageme Process Schedulin
direct reclaim cos Trqoff

I/0 Networking
D2c. q2c Drop/sendmsg/recvmsg late
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- AutoTracing Applications
(nginx, redis, HuaTuo

. docker ...)
- £1% AutoTracing

Policies map

- 1EinIEE) + XETH

Memory Management Process Scheduling
Memory burst CPU sys/idle/D-state/rungl
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» Profiling
* Perf cpu clock + eBPF

« Host/Containers/Process

- Golang/C+ +/Java
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g Applications (nginx, redis, docker ...)
kubernetes .
Events Core Tracing APT Autotracing
. : : Task management
shig s izt e g State/Id/result/lifecycle Storage
Pods
manager

ES
Local

vm_stat m Skb drop reclaim sys/idle Prometh

eus
Tcp 3-way m xmit/rcv runglat D-state

procfs Bpf lib/tools/progs

AeBPF
Ol ]
=)
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stack backtrace:

run_timer_softirq+0x1 [kernel]
__softirgentry_text_start+0xe3 [kernel]
irg_exit+0x100 [kernel]
smp_apic_timer_interrupt+0x74 [kernel]
apic_timer_interrupt+0xf [kernel]

read_hpet+0x38 [kernel]

ktime_get_ts64+0x40 [kernel]
posix_ktime_get_ts+0xd [kernel]
__X64_sys_clock_gettime+0x59 [kernel]
do_syscall_64+0x5b [kernel]
entry_SYSCALL_64_after_hwframe+0x65 [kernel]

FEJLE 2024.7.26
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791 static u64 read _hpet(struct clocksource *cs)

792 {
793
794
795
796
797
798
799
800
801
802
803
804
805
806
807
808
809
810
811
812
813
814
815
816
817
818
819
820
821
822
823

unsigned long flags;
union hpet_lock old, new;

BUILD BUG_ON( (union hpet lock) != 8);

(in_nmi())
(u64)hpet_readl (HPET_COUNTER) ;

old.lockval = READ_ONCE (hpet.lockval);

(arch_spin_is_locked(&old.lock))
contended;

local_irq_save(flags);
(arch_spin_trylock(&hpet.lock)) {
new.value = hpet _readl (HPET_COUNTER) ;

WRITE ONCE (hpet.value, new.value);

arch_spin_unlock(&hpet.lock);

local_irq_restore(flags);
(ubd)new.value;

}

llocall Niirqires tore (flags):
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"fs_read":
"disk_read": ,

é 'dl "comm": "bin/kube-agent --config conf/kube-agent.yaml ",
L e e
3 £ idie E pECgA729,

"file_stat": [
cpu.idle/caie = s g === = 2 Wocwewey O SRR sttt e "[253:17], fs_read=39424b/s, fs_write=8b/s| disk_read=17268736b/s| disk_write=8b/s, q2c=1608us, d2c=886us,
inode:1966186[ didicloud/kube—agent/bin/kube—agent”]

Bl # Hftd 2024-01-01 17:10:00 B - 2024-01-0120:10:00 B K& X
Um;: 300 host(3) v "[253:17], fs_read=5128b/s, fs_write=7/65b/s, disk_read=1024b/s, disk_write=1536b/s, g2c=389us, d2c=3@5us, i
node=3222236004, didicloud/kube-agent/logs/kube-agent.log"
linear datasource: CHN = EE#EFHA: 10s ]
"fs_write": s
"ct_hostname": "",
"disk_write":
Maas /‘/\M/\ 0 \\\ML/\/,\A/\/\'\/\/\/\/J\A F ﬁ A (P WATENA “!\‘J\ TN Y OWVIVY TR VN AYAM VW RAALAINFIAAA" 1]l WNNIIIMMRATY T I ——
NH;?&;¢g£jA o nnﬂfﬁf\m Al .ﬂfd“M4Z,, [YAAA vaaix J\”Jﬁ [ "fs read":
il Jcpuwwaﬂgdau; FAPPRRIEISRE L TS TS PRI "disk_read":
BlEE  Hft 2024-01-0117:10:00 B - 2024-01-0120:10:00 E “comm": "/usr/local/gundam/gundam_client/client -type=agent ",
Limit: 300 host(3) Vv "pid " ,
linear v  datasource: CHN = REEFEHE: 10s "file_stat": [

"[253:1], fs_read=34304b/s, fs_write=@b/s, disk_read=1536b/s, disk_write=8b/s, q2c=8632us, d2c=8627us, inod
e=142695, etc/passwd",
"[253:1],__fs _read=332806b/s, fs write=0b/s,  disk_read=12176384b/s, disk_write=8b/s, g2c=110305us, d2c=107200
us, inode=1444617,[locallgundam/gundam,client/Client”
| "[253:1], fs_read:692736b/s, fs_write=08b/s, disk_read=1536b/s, disk_write=0b/s, q2c=331us, d2c=327us, inode
L1111 A | =138864, etc/group"

2024-01-01 18:59:20 1,
* host=d(h" il I - ™a 11

"fe writa":
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comm

daddr
dest_hostname
dport
max_ack_backlog
pid

pkt_len
queue_mapping

saddr

sport

src_hostname

poi-search
43.139.252.204
<nil>

443

a

3473236

74

30
10.212.232.161
17080812458
47686

poi-search-phnc-sf-778a8-51.docker.qgz83.diditaxi.com.

poi-search 3473236
kfree_skb/ffffffffoa7ed7be

kfree skb/ffffffffoe7ad7be
kfree_skb_list/ffffffffoa7edase
__dev_queue_xmit/ffffffffon724536
ipvlan_queue_xmit/ffffffffcBb55fa0
ipvlan_start_xmit/ffffffffceb567de
dev_hard_start_xmit/ffffffffoe7242a0
sch_direct_xmit/ffffffffoa775ade
__qdisc_run/ffffffffoa775dfe
__dev_queue_xmit/ffffffffoa724536
ip_finish_output2/ffffffffoe79e120
ip_output/ffffffffoe79fcoe
__tep_transmit_skb/ffffffffoe7b99ce
tcp_connect/ffffffffo87badad
tep_v4_connect/ffffffffoa7c1038
__inet_stream_connect/ffffffff987daa9e
inet_stream_connect/ffffffffoe7dae@0
__sys_connect/ffffffffoe7e2d3e
__x64_sys_connect/ffffffffoe762e38e
do_syscall_64/ffffffffoeeed414e

entry_SYSCALL_64_after_hwframe/ffffffffo6aeee4s
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comm

daddr
dest_hostname
dport
max_ack_backlog
pid

pkt_len
queue_mapping
saddr

seq

sport

src_hostname

state
time

tracer_name

swapper /37
16.188.253.191
<nil>

8055

4}

5}

60

5}
10.188.253.195
3954812851
26474

gift-proxy-sf-e41b5-37.docker.nmg81.diditaxi.com.
swapper/37 8
kfree_skb/ffffffffadboa47be
kfree_skb/ffffffffadbe47be
neigh_invalidate/ffffffffadb2a8be
neigh_timer_handler/ffffffffadb2c870
call_timer_fn/ffffffffad536a70
run_timer_softirq/ffffffffad537410
__softirqgentry_text_start/ffffffffa5000000
irq_exit/ffffffffad4b7740
smp_apic_timer_interrupt/ffffffffade02720
apic_timer_interrupt/ffffffffadediced
poll_idle/ffffffffadc9dade
cpuidle_enter_state/ffffffffadaaf930
cpuidle_enter/ffffffffadaafd70
do_idle/ffffffffadde6c20
cpu_startup_entry/ffffffffadd4e7010
start_secondary/ffffffffad44eato
secondary_startup_64/ffffffffad400030

SYN_SENT
2024-07-16 19:28:31.951 +0800

dropwatch

eSS

CHINA COMPUTER FEDERATION

@ Nightingale




#_BECCF-RER RERIFLIT

R iBYES Ofr

Thank you for listening
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